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Chapter 2

Overview of Forensic Audio

The ability to record audio signals has been ardandver a century, but only over the
last four decades or so has recorded audio dataus®el in a forensic context. This
chapter provides the background to the scienceeatuhology of forensic audio; in
particular paying attention to the analysis of faie audio material and providing an
overview of the ways a recording may be tamperetd.wl'he chapter also outlines the
importance of having the ability to detect a copgarding as part of a forensic

examination, which forms the subject of this thesis

2.1 Background

2.1.1  Brief History of Audio Recording

It was in 1898 that the first magnetic recordeepatvas issued to Vladimar Poulson for a
steel wire based recording system [8]. Variougotiire based recorders followed, along
with an assortment of steel tape based record@aper and plastic metalised tapes were
the next developments, allowing for the possibitifyediting recorded material by cutting
and splicing the recording medium [9]. A greatladaesearch and development went
into improving tape formulations and backing matksrior these open reel formats over
the coming years.

The 1960s saw the introduction of the Compact Geesdeveloped by Philips. The
Compact Cassette format was small and robust {i@e attributes, coupled with low
production costs and modest sound quality opemadss market in home recording. With
manufacturers continually improving the techniqaafication of the recorders and tape

formulations and with the introduction of noiseuetion techniques, such as Dolby B [11]
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and Dolby C [12], the Compact Cassette becameahtovhe long established open reel
recorder. The Compact Cassette could achievedreyuresponse, dynamics and
distortion figures to match the much larger andrdier open reel formats, losing out only
in poorer wow and flutter specifications. The CatipCassette is still around today, but is
losing ground all the time to formats based ontdigecording technology.

Digital audio recording has been a commercial psafmm for about 30 years [13].
The early digital recorders utilised helical scatewo recording systems to store the audio
data. In this type of system, the audio wavefonaee digitised using Pulse Code
Modulation (PCM) techniques and processed to iaterfvith the video recorder, taking
advantage of the wide bandwidth and storage cgpefcguch systems [1¢7-11.

The first domestic digital storage medium availabl¢he consumer was the audio
Compact Disc developed jointly by Philips and Son$982 [14chg], but could only be
used with pre recorded material. The Rotary He@it& Audio Tape (RDAT) standard
appeared in 1984. The RDAT is a high quality kbally based digital recording system.
Originally intended for the domestic market the RDé& DAT as it became known, never
found its place; however, it became a very widalgdiformat in the professional and
semi-professional audio fields [15].

The 1990s saw the introduction of two digital fotsmtended for the domestic
market incorporating audio data compression teclesd16]. These were the Sony Mini-
Disc [17] and the Philips Digital Compact Cass@fi€C) [18] recording systems. Both of
these systems used perceptual encoding to redtestdeage requirements [19]. The
DCC never amounted to anything in terms of salesisnow extinct [20]. The Mini-Disc
also saw a slow start but is today a widely acakptenssumer format. Some current
models using high-density discs and high compressitios are capable of storing up to
34 hours of stereo audio on to a single discppd1

By 1989 production had started of the Recordable@axt Disc (CDR) co-
invented by Philips, Sony and Tayio Yuden. The Bs saw the standards put forward
for a Super Audio Compact Disc [22] and the Digitakrsatile Disc (DVD) system, where
a separate application format for audio only, kn@sbDVD-A was introduced [23].

Both of these formats allow the storage of higlehason digital audio data.

The past decade has also seen the introductiarlidfstate portable audio
recording devices both for the professional andsaorer markets. Today, in a multi-
media society, digital audio can be stored on &tyaof dedicated audio formats as well
as video recording mediums and data formats desifprenetwork transfer and use with
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desk top computer systems.

2.1.2 Metropolitan Police Forensic Audio Laboratory

The Metropolitan Police Forensic Audio Laboratooyniis part of the Operational and
Technical Support Unit. Its primary function issopply the Metropolitan Police and
other associated police services with a forensittcafacility. The Tape Laboratory as it
was originally known had its inception in the migldd late 1960s, housed in a building
initially built as a police wireless receiving stat [24].

Audio recordings and to a lesser extent video #ngs were used to secure
various forms of evidence and a need had arisecoiairolled copies of this evidence to be
produced for use by the investigating officers #redjudicial system [25]. The wide
ranging operational experience and specialisechieghexpertise built up by the
laboratory over the coming years, was later usethéyHome Office as a model to set up
an equivalent laboratory to serve the needs oftyquulice forces. The Home Office
laboratory became operational in July 1979 [28he Metropolitan Police Tape
Laboratory split into separate audio and video fataries circa 1980 [25].

Today the Metropolitan Police Audio Laboratory muked in a purpose built
environment and supplies wide-ranging forensic @asdpport to the police and Criminal
Justice System. The laboratory currently examimexcess of 1500 individual recordings
a year. There is a wide range of analogue anthtiigicording formats capable of storing
audio data that are regularly submitted to theratiooy for work to be carried out. These
recordings originate from covert and overt polipem@tions as well as recorded evidence
supplied by witnesses, victims and suspects.

Enhancement and analysis/authenticity examinafams the two main services
provided by the laboratory. Enhancement encompahseelectronic processing of speech
signals that have been degraded prior to and dueicgrding onto the recording medium
[27]. The causes of this degradation or poor tyatiay be for a wide range of reasons,
including: convolutional degradation due to theissryment, masking by other acoustic or
electronically generated noises, poor quality réitay systems and placement of the pick
up transducers. The enhancement process is catrig¢d improve the intelligibility of
such recordings; this is in order to secure thé éadence, initially for use by
investigating police officers and later for usetbg courts. The enhancement procedures
require the application of knowledge in time arebfrency domain signal processing,
acoustics, psychoacoustics and speech producfidditionally, skill and experience, as
well as an extensive range of highly specialisegtali processing equipment are required
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[28], [29]. Most recordings that pass throughldi®oratory are enhanced, prior to a
copying and reformatting process.

Forensic audio recording analysis may take many$ofor example gunshot
analysis [30], [31] or extraction of dialled telepie numbers from telephone recordings,
but the most common request is for forensic anglgsncerning issues of integrity. Such
work comes under the banner of authenticity anglysid in a full examination may
include: establishing that the recording has nenbmopied, examining for editing or other
forms of tampering, matching a recording to reaagdnachine, establishing chronology
of recorded events.

2.2 The Authenticity Examination

Authenticity analysis is a complex forensic sciemreguiring a detailed auditory and
instrumental examination of an audio recordingovitry the authenticity of a recording
involves the verification of claims and statemesgsociated with its content and history.
The examination is carried out to determine ifbeording is original and to explain the
reasons for any anomalies identified; for examghlecontinuities found in the recorded
signal. In addition, examination can corroboratg alleged facts relating to the recording,
recording system and recording environment. Ifsgms, a witness statement is obtained
from the person who made the recording containmsyvars to a number of questions set
by the laboratory. This statement should idergigctly when, where and how the
recording had been allegedly produced, using whaipenent and manipulated by what
methods. From the information contained within stegement, the laboratory then
examines the recording and any associated recoedjugpment to correlate the physical
data on the recording with the detailed accourgmiby the witness. The objective of the
authenticity analysis is to establish as far asiptes that the recording is a true ‘acoustic
representation’ of events made at a specific tinte@ace.

In 1974 forensic audio was brought to the attentibtine public and forensic
science as a whole, due to an event in Americaorlgisvhich became known as
‘Watergaté One central issue of the ‘Watergate’ affair conedran audio recording
made at the White House in Washington DC;

“A Tape recording of conversations held on Jun& 2072 in the Executive
Office Building contains a section lasting 18 amgk dnalf minutes during
which buzz sounds but no discernible speech sanedseard.[32]

An advisory panel was set up consisting of six ilegdcientists chosen to cover a range of

technical and scientific disciplines relevant te thsk of examining the recording and
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associated recording equipment relating to the kBomnds. The in-depth investigation
took six months to complete and resulted in a nurobeonclusions:
“The erasing and recording operations which prodditkee buzz section
were done directly on the Evidence tape... The eeasand buzz
recordings were done in at least five, and perhapsiany as nine, separate
contiguous segments... Erasure and recording irastlfive places on the
tape required hand operation of the keyboard cdetom the Uher 5000
machine... Erased portions of the tape probablyaioet speech
originally.” [32]
What this is saying, is that someone had delibgratased an 18.5-minute section of
speech from the recording under investigation! fiilngings from the report produced
from this investigation were presented to the Ui§riat Court for the District of
Columbia on January 51974 - the rest is history [33].

Much of the forensic analysis work conducted on@mae recordings today, is still
largely based on techniques used in the ‘Watergatestigation, [32], [34] [35hg], [36].
Since that time, many challenges to the integritiape recordings used by prosecuting
authorities have been made by the defence teamesesgiing the accused. These
challenges usually take the form of claiming thafioious tampering has occurred to the
recording. Articles have even appeared givingildetd how to falsify recorded evidence
using editing techniqud87].

An authenticity examination may be required fordastigative reasons, chain of
custody contradiction or more likely, as a resiikh defence expert alleging that the
recording has been tampered with. Allegationswofgering are more likely to be aimed at
non-police made recordings. The reason for thieadold:

Police evidence would have been sealed at theestadpportunity, logged in an

exhibit book and stored under secure conditiotsstrail would be documented and

could be followed from the point of its origin upthe point where it is presented
at court. Non police made evidence is likely teehao provable antecedents
before the exhibit came into police possessionis Titay have provided ample
opportunity to tamper with the recording/s.

Motives to tamper with recordings are often easfyno when dealing with

evidence from concerned, involved or interestedigzr It is more difficult to

establish a motive for the police to tamper witleeording as their investigation
should be based on impartiality and the penaltesampering with evidence are
severe. However, over the years the laboratosyhlad to analyse many police
recordings for evidence of tampering after allegaihad been made by

11
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representatives of the defendant.
Compared to analogue audio, digital audio appeale ta far greater challenge when
trying to establish the integrity of a recordingring under forensic scrutiny. Generally, it
is of widespread concern that digital audio reaugdicannot be reliably authenticated. It
is known that the defence teams connected withutwelated criminal trials [38], [39],

mounted sustained challenges that digital audiord#egs cannot be authenticated.

2.2.1 Defining Authenticity Boundaries
What does the term authenticity or authentic melhenaused in connection with the
forensic examination of audio recordings eithed@mae or digital? The definition for an
authentic recording as put forward by the Audio iBagring Society (AES), standard
AES27-1996:
“A recording made simultaneously with the acoustvents it purports to
have recorded, and in a manner fully and completelysistent with the
methods of recording claimed by the party who poeduthe recording; a
recording free from unexplained artefacts, altevas, additions,
deletions, or edits.[40]
The AES also state in standard AES43-2000 theviatig definition regarding
the verification of authenticity:
“The forensic tape analyst shall examine the desigd original
recording along with utilizing the designated ongl recording device.
The forensic tape analyst shall render findingst theuld scientifically
evince that the designated original recording devicecorded the
designated original recording, and found no conunlesevidence of
tampering, unauthorised editing, or any form ofemtional deletions,
material or otherwise, within the recorded contérnti1]
Finding a recording authentic shows that the evesdsrded are genuine and that the
record can be relied upon.
The authenticity question can be split into twotgar
Thefirst part seeks to establish that the recorded acoustideaea consistent with what
is known or alleged about the incidents under itgaton, including:
1. Establishing that voices heard on the recordingansistent with people
allegedly present at the time of the recording.
2. Establishing that the date and time when the resgndas produced matches

12
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that of the alleged date and time of the acousents.
3. Establishing that the recording was made at thatiog alleged.

External evidence in the form of chain of custodg aitness testimony would assist in
proving the recording’s authenticity regarding psih to 3. In the absence of external
evidence the following may be considered. A phigfigtguistic voice comparison could
give credibility to point 1. Clearly, unless thexording contains some form of reliable
date and time information as part of its data stm&; point 2 can rarely be ascertained. By
checking tape batch numbers it may however, belgeds show that the date when the
recording had allegedly been produced was beferendmnufactured date of the tape.
Unusual environmental cues may provide strong sagpopoint 3.

Thesecond parseeks to establish if the recording is original andoing so
eliminates the possibility of many forms of tampegrhaving occurred. For the forensic
examiner, the analysis to be conducted is ofteadas allegations of deliberate recording
alteration. For this scenario the authenticitymsixeation is mainly concerned with the
following points:

1. Is the recording original or a copy?

2. Since the time of its production has the recordiagn edited or modified?

3. Has the recording been made on the alleged origatalrding machine?
4

. Are the recording contents consistent with wh&niswn or alleged?

There is a school of thought that a recording isaahentic and therefore should
not be used as evidence if it is not in exactlyftre it was at the time of its production
and/or is not a complete record of events. Klegpates:

“It is our position then, that the tape expert massume that any violation

of the integrity of a recording taints all the imfioation in that recording,

and that a tape which has been recorded as a amihct be arbitrarily

segmented to suit a particular argumeni4?2]
Hollien takes a similar view:

“A tape recording must include a complete set @y, and nothing can

have been added, deleted or changed at any timegdltire recording or

subsequently.T35 p163
In this thesis the view will be taken that a re@egds no less authentic having been
damaged in some way, either physically or by etectignetianeans since the time of its
production, providing that this has all been desdan witness statements relating to the
antecedents of the tape or explained by forensityais. The witness declarations form

13
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part of the provenance of the recording, where gnance goes hand in hand with
authenticity. Of course the credibility of the oeded evidence might be called into
guestion, especially if for example a large sectiba potentially relevant part of the
recording has been erased. However, credibilityarthenticity are separate issues, the
credibility of the recorded evidence is ultimatédy the court to decide.

A recording found original and un-tampered with \eblie considered to have its
integrity intact. However, this does not nece$ganean that it is also an authentic
recording as the acoustic events it contains mag baen staged in some way.

The verification of the authenticity of an audiceeding will be considered to be a
recording that is an original, having a provendoaged on documentary evidence in the
form of chain of custody and witness statementsdaa be supported by acoustic and
technical evidence from a forensic examinationoviig that the recording is original
eliminates the possibility of many forms of deliéter editing having occurred. The
significance of any corruption occurring to an ora recording after it has been produced
must be judged on its own merits, taking into actdhe cause of the violation, where it
comes in the recording, how much information haanljgotentially lost and any other

corroborative evidence.

2.2.2 The Significance of Copy Detection in an Au#inticity Examination

Establishing that the recording is the originabfiprimary importance in a forensic
examination [43]. Basic tampering such as stopdfstpause actions or over recordings
may be found on an original recording and are Ugs#iaight forward to detect. More
sophisticated tampering means that the purportgthat is a copy recording. By showing
that the recording is an original, the applicatidrsophisticated editing and manipulation
techniques can be ruled out. It follows that th#hantication of a copy recording is not
possible, even when there is no evidence to sug@egtering has occurred. Something
that is audibly consistent with an edit may havénaocent explanation, but the lack of
audible evidence of editing is not proof that edjthas not taken place. Establishing the
originality of the recording provides the proofthiae recording has not been edited.
Further, a phonetic/linguistic anomaly found inasgage of speech having no evidence of
recorder manipulation may indicate the recording leen edited post production and such
a recording could generate a difference of opimietween forensic audio experts in a
court of law. The significance of scientificallgtablishing a recording’s original status
should eliminate any such conflicts.

14
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An examination of two simple scenarios, where ditaing the originality of a
recording can have highly significant but oppositelications follows:

Several unexplained high frequency clicks are ifiedton a recording. It has
not been possible to establish their source anddbeur in sections where
speech is not taking place. They are most likehpcent the result of some
electromagnetically induced switching noise fropiece of local electrical
apparatus. However, laboratory tests and fiels tesled to establish their
origin. Of course, they could be the remnant ehedorm of intermediate to
sophisticated editing process. By making a raridarther tests, it has now
been possible to prove that this recording is &gjiral. The significance is that
if it is an original recording, then by implicatidhe clicks have to have an
innocent explanation.
An examination of a recording results in nothingowvard from its contents. It
appears to be one continuous recording. Howeram the examination it is
established that it is a copied recording. Saooaltiin there is no direct evidence
the recording has been deliberately tampered wWithrecording is in a form
that could have been tampered with. If the pemaking the recording has
produced a witness statement claiming the recordiriog original, then clearly
the recording has to be treated with extreme cautindeed, it would be

unlikely that the recording would subsequently bewsed as evidence in court.

The rule under English law regarding the admisybdf original and copied recorded
evidence, falls under the best-evidence rule wisiaefined for recordings in Archbold as:
“Recordings are admissible as evidence provided @re shown to be
both original and authentic. Copies are inadmissilsi the absence of (a)
proper explanation as to why the originals are awailable, and (b) proof

of the complete accuracy of the copi¢$4]

The fact that copy recordings are only admissilbigen restricted conditions goes some

way to providing a safeguard against edited reogglappearing as evidence.

2.2.3 Overview of Authenticity Tests

The authentication of a recording may be investiddty looking closely at a number of
areas. The procedures to be described providesgght into the tests applied in the
analysis of a typical analogue recording and ateerbaustive:

15
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Visual Inspection A visual inspection of the cassette shell andetength of the
tape takes place. This is to look for evidencthefcassette shell having been
opened or the tape having been spliced in an gduiocess. Additionally, the tape
is examined for tape or oxide damage, which migptan audible anomalies such
as dropouts or transient like sounds when the déugiis played back [34].

Critical listening The recordings are copied on to a high quatitynputer based
sound processing system designed for the manipualafiaudio data. In this
environment, it is a simple process to listen ®raterial and almost instantly find
and playback different parts of interest. Theelstg process is used to help
identify the position of, and assess in detailjou#s events or anomalies that may
require further instrumental analysis in additiorthie routine tests. Many aural
cues are listened for in the process, includingatian of sounds in the
background, transient like sounds of any naturdicadropouts, audio quality
changes, unnatural speech or voice characteristiosistic quality of the recording
environment, artefacts produced by the recorden ascswitching transients, hum,
tones or any forms of electronically generated en{igl].

Continuous time-domain level plot¥arious time-plotted-against-amplitude charts
are produced of parts or all of the tape under éxatmon [45]. The plots are
usually produced by chart recorders of the theamaly type. In their simplest
form these charts show amplitude of the recordimghe vertical axis using linear,
rms or logarithmic scaling, against time on theizmntal axis. Depending on the
objective of the analysis, the plot may have vasiagightings applied, such as A
weighting or CCIR 468 noise weighting [46].

Time-domain analysisAnomalies found during a recording would be stigated
in detail by zooming in on the characteristicsha televant section of the signal’s
waveform in both time and linear amplitude and hapy printouts of the results
obtained. For analogue recordings, this type afyans would typically be applied
to replay transients [47]. Replay transients atected during replay of the
recording, but are the result of the recording pssc Transients are characteristic
of the make and model of recorder used, and ofvtein which the recorder has
been operated. Transient analysis is a power@liused to assist in matching
recording to recorder, detecting copy recordings establishing the chronology of
different recordings found on the same tape. Tdeeyr whenever the recorder is

turned on into a recording mode or off from a relaog mode. As an example, fig
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2.1 shows a waveform left on a recording afterdw®rder has been turned to off.
It consists of a transient relating to the recagddhand a further transient occurring
around 500ms later that relates to the erase head.

TIME DOMAIN RESPONSE
T T

0e

Linear Amplitude

Fig 2.1: Shows a switching
waveform resulting from a Compact
Cassette recorder turned to off (Sony
TCM-818).

o 01 0.2 03 04 (18- 0.6 0.7
Time (seconds)

Spectral analysis Sections of the recording are analysed in taguency-domain
usually as an averaged power spectral estimates fdtm of analysis will be used
to identify characteristics about the recorderégjfrency response or to identify
discrete tones within the recorded material thatatcbe characteristic of a
particular recording machine. Such discrete tomedyding induced mains power-
line frequency, may be useful in showing that dipalar recording machine has
produced a particular recording or in detectingiedpnaterial [48], [49]. Grigoras,
has proposed a method which uses induced poweiréigaency signals to
establish the date and the time at which a digitigio recording had been produced
[3].

Spatial/Time-domain analysis of erase head marksalysis techniques have been
developed that exploit the fact that the erase edth of an analogue recorder is
wider than the record head width of the same reor8y using specialised
narrow width playback heads it is possible to aselyhe waveforms found in this
‘difference region’, fig 2.2. When erase head shitig waveforms are found in the
difference region due to stopping and startindhefrecorder, it can be concluded
that they must be original and not copied, as abprase head transients cannot
exist outside the region written over by the redoedd [50]. Additionally, this
technique can be coupled with time-domain analystee waveforms left by the
recording head and can be used to show how a iiegdnds been stopped, started,
over recorded or copied. Elements of this typar@lysis can help in establishing
that a recording is consistent with having beerpeced on a particular recording

machine.
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Fig 2.2: Section of a single-track tape recordingveing the record head track position
relative to the erase head track position (notades.

Microscopy Placing a ferro-fluid type material, consistimigmicron-sized iron
particles in a liquid suspension, on to a smaltise®f the recording under
analysis, produces a bitter pattern. The pategpnesents the changes in
magnetised levels at the surface of the tape, wtadhbe viewed under a low
power microscope [51]. An analogy of the schoolgits experiment of
visualising the magnetic field emanating from tlaéeg of a bar magnet by placing
iron filings on to a sheet of paper placed overnttagnet helps to understand the
principle. The relationship between the recordiegd and erase head positions
identified in these visible markings can be sigrfit in showing that a recording is
consistent with an original and having been produmea particular recorder. In
general, ferro fluids have poor resolution, aresyesd can result in erasure of
high frequency information over the region thedlbias been applied. Recently,
materials with magneto optical properties, in thierf of a thin film of lutetium
bismuth iron garnet, formed over a glass subswétea gold reflective layer, have
become available from the Research Institute forekla Science and Technology
in Russia, [52]. The optical properties of the eniai change in response to the
magnetisation on the surface of the recording uadatysis. The image is viewed
via a polarising microscope. The method allow$higgsolution images of the
magnetic structure from the recorded data to bduymed, having none of the
disadvantages of the ferro-fluid approach [53]. aAsexample of this technique, an
image of a stereo recording produced on a Compasséite recorder is shown in
fig 2.3, where the two recorded tracks containirigldz recorded signal can be

clearly seen.
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Fig 2.3: Image of magnetic structure
of a compact cassette stereo audio
recording containing a 1kHz
recorded signal.

2.2.4 Forensic Voice Comparison

Forensic voice comparison or ‘speaker recognitgtaited in the 1960s when a need arose
for the judicial system to establish the identityecorded voices. Speaker recognition is
based on attributing a sample of a speech recotdiagperson using its acoustic, phonetic
and linguistic features. Interestingly, two drffat approaches to forensic voice
comparison work developed independently on eitler of the Atlantic. These two
methods were a ‘voiceprint’ based technique inUB& and auditory-phonetic based
techniques in the UK [54].

The ‘voiceprint’ better known today as a sound spgram was initially
developed in 1942 by Bell System Communication 8es/[55]. The spectrogram is a
plot of the speech signal shown in the form of timnethe X-axis, frequency on the Y axis
and amplitude level represented by greyscale aucolinitially these were cumbersome
analogue devices [55], but today they are realisgithlly and are based on processors
using FFT algorithms [56]. An early comprehenstedy of speech spectrograms was
first published in 1947 and used as an aid fordisig interpreting speech sound patterns
[57]. By the early 60s Kersta had developed a ot voice identification based on the
speech spectrogram for forensic applications. gfpented this technique as yielding high
levels of correct identification [58]. However,general the scientific community was
sceptical of spectrographic speaker identificatiead for legal purposes [59], [60]. Staff
from the Metropolitan Police attended a voice idamttion course run by Kersta in 1974
and returned unconvinced of the claims made fotdukniques [61].

The road to admissibility of voice identificatiomigence in the USA has not been
straightforward. A history of landmark cases carfdund at [62]. The FBI has made
extensive use of the spectrogram for forensic vimleatification work [63]. However,
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their view on voice spectrograms is cautigiBpectrographic voice comparison is a
relatively accurate, but not positive techniquedomparing an unknown voice sample
with known verbatim voice exemplaf§4].

The ethics of speaker identification has often badrot debate and these issues
are discussed at [65]. Over the years the UK Haptad techniques for forensic voice
identification using auditory, phonetic and acoustnalysis including sound spectrograms.
However, until recently, there have been a smatilmer of forensic experts in the UK that
only use an auditory/phonetic approach. In the cdfkegina v Robb [66] an expert
applied a purely auditory/phonetic analysis to @@@omparison which produced a
positive result. An appeal was made against theeqquent conviction, based on the
expert using only an auditory/phonetic approacknwit supporting acoustic analysis such
as a sound spectrogram but the court of appealdifiie original conviction.

A good introduction and background to the technscagplied in forensic voice
comparison work can be found at [85-11, [62], [67-70].

2.2.5 Matching a Recording to a Location

Establishing that a recording has been producadatticular location is based on
attempting to recreate the original recording cbads from which the recording under
analysis has allegedly been produced. It is oabially possible to indicate a consistency
with the recording having been made at the location

The comparison is based on modifications of theisito signals as they travel
through the air to the recorder. For example, meanth large hard surfaces such as
uncovered floors and solid walls will be reverbétaaving long decay times as the sound
bounces from the hard surfaces with little absorptiRooms with carpets soft furnishings
and curtains will have much shorter reverberatioes, as these materials absorb greater
amounts of the sound energiy any particular room the behaviour of sound igjua and
highly complex, because of the absorption andetfle properties of all the shapes within
it. The situation is further complicated as sosndrces in different locations within the
same room will experience different modificatiore$dye they are picked up by a
microphone from a fixed location [71].

From a forensic identification perspective the mamesual the sets of recorded
acoustic signals are the better. Additive noiseh |s aircraft noise, air conditioning
noise, traffic or train noise, or even the sound cfock ticking, may help in establishing
where a particular recording had been produced
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Overall, an audio recording can be thought of lisesr acoustic observation of a
scene delayed in time, consisting of a number ehts/that are convolved with the

acoustic space and recording equipment.

2.3 Tampering in Digital Times

A long departed member of the Metropolitan Poliegli®d Laboratory was once asked by a
Judge during a triall§ it possible that Mr X has edited this recordihg? which the reply
was “Your Honour, it is possible for man to land on theon, however | would not expect
my neighbour to do it using the contents of higlgarshed125]. A somewhat cheeky
analogy perhaps, but back in the 1970s this woalet been a way of informing the court
of the great difficulties that would have to be mame in successfully producing an edited
recording that was undetectable by forensic exatioima

The following three decades have however chandebad| with major advances in
portable audio recorder technology and sophisticetenputer systems now commonplace
in the home. It is possible to download freewarshareware audio processing software
from the Internet, capable of carrying out editamgl sound manipulation that 20 years ago

would have only been achievable in a professiog@bnding studio. Broeders reports:

“Overall the prospects for this particular branchf dorensic audio

(integrity and authenticity examinatipims not bright. The increasingly
widespread availability of relatively inexpensivigithl sound processing
equipment and its ease of operation makes certgiast of manipulation
comparatively easy to perform. If done competerstlich manipulation
may leave no traces and might therefore be imptessibdetect from an

engineering point of view[72]

Clearly the ability to alter a recording in a prd®snal manner has never been

easier, however there are still limitations to ¢xercise.

2.3.1 The Problems of Editing Speech in the Forensic $iation

Sophisticated digital editing and sound processoftwvare can be a powerful tool when
attempting to make changes to recorded materianipulation of audio evidence in a
way that would suit the forger’s case, is howesth, extremely difficult and full of
potential pitfalls for the unwitting forger. Forcampetent attempt at tampering with audio

evidence, not only is knowledge of recording, edjtand signal manipulation techniques a
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requirement, but also knowledge of general acosistnd forensic audio. Additionally and
most importantly, enough recorded material needetavailable in order to be able to
manipulate it in the way required. The problemsoemtered when editing a speech
recording will now be discussed.

In a natural conversation spoken words are noteliscthe last syllable of one
word flows in a seamless fashion into the firstadyle of the next word and so on; gaps in
time only appear at points of natural pauses irsgieech flow. Taking a word from one
point of a recording and placing it at another, ldaequire skill and some luck in
overcoming the problem of the uninterrupted spdleatr. Often, two people will talk at
the same time, over these sections of recordirtgngds not possible. Speech consists of
complex sets of interacting parameters [73] angthee in the dialogue that an edited
word is to be inserted should match in terms ofitb@nation and inflection, if that word is
to sound natural and in context with its neighbouBackground correlated noises that are
found on the recording are likely to result in dalelidiscontinuities at the point of an edit.
Speech that has been edited together from moreot@amnecording, may result in the
identification of a number of ‘tell-tale’ signs abtished from a forensic analysis; these
include: level changes, background noise chang@s@mvolutional changes caused by
different recording equipment or recording envir@ms.

Even with sophisticated digital assistance, sudakediting is therefore not as
straightforward as at first it might appear. Itukdbbe a fairly simple process to perhaps
remove complete sections of a recording or takengesice from one section and insert it
somewhere else in the same recording. In ternekaig a recording and editing lots of
little sections to produce a false set of eventstardo it in a way that is not detectable,
would make this at best a highly unlikely event ahevorst impossible.

It is worth noting that the defence can “test thielence” and may make allegations
against a recording to be used for prosecutionqaap with little or nothing to back up
their claims. In the case of Regina v Sian & §i&] the defence persisted in making
allegations of editing even though a report fromirtiown forensic expert said this had not

taken place.

2.3.2 Editing Audio Recordings

Audio editing may be categorised into three leviessic, intermediate and sophisticated.
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Editing/Tampering at a Basic Level

Basic editing or tampering can be described as po#ation and modification directly to
the original recording either during or after teearding had taken place, and may include
the following actions:
Editing the recording “on the fly”, achieved by gping or starting the recorder
while the recording was taking place.
Erasure of recorded sections after the recordinigtéleen place.
Over recording new material on top of part of thigioal material.
Physically removing, moving or adding sectionsh® original recorded

material by cutting and splicing the tape.

Using the forensic analysis techniques previousBcdbed, modifications to the original
recording produced by these methods are usua#ligbtforward to detect.

Editing/Tampering Intermediate Level

Intermediate level editing/tampering may involveygimg sections from one or more
original recordings to a new recording. In oraelitit the possibility of finding

identifying factors originating from more than ameording machine, the final edited copy
would ideally be produced on the recorder use@¢ond the original recording. Copying
a recording that has been edited using cuttingsphding techniques will eliminate the
physical evidence of the splices. Editing/tampgpusing methods involving playback
machine to copy recorder is usually detectable.

Editing/Tampering High Level

When using more sophisticated methods of tampetivegoriginal recording would be
copied on to a computer hard drive via suitablé@urderface equipment such as a
soundcard. The stored audio material would be pugatied using propriety editing and
sound processing software. The final edited vargiould then be copied from the
computer audio interface back to a recorder usedatice the copy. One set up is shown in
fig 2.4, where an analogue recording would use@pyate analogue to digital (ADC) and
digital to analogue (DAC) converters forming thelague interface. A digital recording
may be able to transfer in and out of the editiygjesm via the analogue interface or by a
purely digital signal path. For both methods thginal recording, playback and copying

processes could all be carried out using the sacwding machine.
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The quality of an audio signal passing in and dwtrouncompressed digital audio
recorder is dependent on the ADC and the DAC caiwemprocesses and is independent
of the recording medium. The digital recording medwill be a transparent carrier of the
signal and copying the audio signal in the digi@amain should, in a properly designed
and working system, produce the copied signaldsibft the same as the original.
Copying the audio data through an analogue interfamuld result in the modification of
the original recording by a further DAC and ADC gess.

Although copying through the digital interface ssemn the surface to be ideal,
equipment compatibility, sampling rate and synclgation problems or even lack of
digital input/output facilities, may make the argale interface the more likely option for
the would be forger. A properly produced copy rdotg made from a digital master via
an analogue interface would from an auditory ansllge undetectable, certainly if the
original is not available for comparison, as isaluthe case for a forensic examination.

One other major influential factor that may affdet choice of transfer method, is
that of copyright protection incorporated into comer digital audio recorders, known as
the Serial Copy Management System (SCMS) [75]. S@dms part of the consumer
digital interface bus data structure, describedtapdard IEC60958-3 [76]. An in-depth
description of the significant elements of the SC8§Stem pertinent to a forensic
investigation is provided by the author at [4].iSTeystem has been designed to stop
consumers producing digital copies of copyrightemiat beyond a single generation.
SCMS provides a set of parameters that may be lusehe forensic examination of a
consumer based digital audio recording. An origiaaording produced on a recorder
submitted for analysis would show by its SCMS stdhat the recorded material is copy
protected and original and therefore a copy reogyddurporting to be an original will be

simple to detect by its SCMS status. Even ifrgéois aware of this, the options
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available to be able to produce a digital copy réic having this SCMS status is
extremely limited [4].
It may be concluded that copy recordings of digitaldia are more likely to be

carried out via an analogue interface.

2.3.3 Analogue Verses Digital Recording: The Forensic Pgpective

Most forensic type analogue recordings are prodececheap low budget recording
machines that are not precision pieces of engingerAs such, wide tolerances exist in
mechanical and electrical characteristics, produgariance in the measured parameters
between machines of the same make and model, whiary useful from a forensic
perspective. Digital recorders have a very higkcgration and tight tolerances even on
small portable recorders. Head switching transipnbduced by analogue recorders used
to match recorder to recordings, detect copiesdatelrmine chronology of recorded
events, do not exist for the digital recorder. ther, compared to its analogue counterpart,
uncompressed digital recordings have larger dynaamge, effectively non existent wow
and flutter, flat frequency response over the s®d, no signal degradation for digital
transferred copies and imperceptible degradatioaralogue transferred copies.

These factors combine to produce a very difficagktfor the forensic examiner

attempting to establish the authenticity or intggof a digital recording.

24  Summary

Establishing the authenticity of a recording carableieved by examining a range of
corroborating evidence regarding both technicalrmmtechnical issues. Technical
examination of a recording concerns matters rejatirthe recording’s integrity. A wide
variety of analysis techniques may be used to kshaltne integrity of a recording and are
based on the peculiarities of the recording systaking into consideration the forensic
aspects of the recording.

In general, digital technology assists forensiciaetgineering, by providing real
time signal processing and speech enhancementrsysitat could not be realised in the
analogue domain. Further, higher quality smakeording formats are now realised in the
digital domain allowing more scope in the productad covert recordings. Along with
these benefits for the recording and enhancemeeatagiforensic audio engineering, issues

concerning authenticity analysis have been disadgaad by the availability of cheap
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easily accessible tools that can tamper with rezbrdaterial in a way that may not be
audibly or instrumentally detectable. Audio redngs produced on digital formats
potentially offer further advantages to a forgemhgking a technical analysis significantly
more difficult. However, an audio recording maydoasidered a record of overlapping
events that are difficult to disentangle by thegarand this provides opportunities for the
forensic engineer.

When carrying out a technical analysis concerniegintegrity of a recording, the
most important and perhaps the most difficult pato establish that it is original.
Methods used for analogue analysis such as swgdhamsient examination are no longer
valid for the digital recorder. The digital recorg can be copied using digital or analogue
interfacing. A digital transfer can potentiallyopiuce a bit for bit copy and be identical to
the original. An analogue transfer will produceadinchanges that will not be audibly
detectable without reference to the original recayd

In conclusion, copy recordings of digital media arere likely to be carried out via
an analogue interface. Detection of copied diggabrdings produced by the analogue
interface forms the subject of the research toepented in subsequent chapters. As in the
case for analogue recordings, it is anticipatetidliar time a raft of techniques will be

developed for digital recording integrity analysiBhis is the beginning.
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