Table of Contents

Abstract iii

Acknowledgements v
Acronyms and Abbreviations xiii

Glossary of Symbols and Conventions XV

1 Introduction 1

N N 4 4 103 015 3

2 Overview of Forensic Audio 7

2.1 Back@round ... 7

2.1.1  Brief History of Audio Recording .............c.ccoiiiiiiiiiiiiiiiiiiiiiiinenen, 7

2.1.2  Metropolitan Police Forensic Audio Laboratory .............ccocooviiiiiiiiinin.n. 9

2.2 The Authenticity Examination ..............c..cooiiiiiiiiiiiiiiiiiiiennennn. 10

2.2.1  Defining Authenticity Boundaries .............c.ooooiiiiiiiiiiiiiiiiiiiii e, 12

2.2.2  The Significance of Copy Detection in an Authenticity Examination ............... 14

2.2.3  Overview of Authenticity TEStS ..........ciuiiiiiiiiiiiiiiiiiiiii e, 15

2.2.4  ForensiC V0iCe COMPATISOM .....uuntntintentt ettt ettt eeeienaenenes 19

2.2.5 Matching a Recording to a Location ..............c.cooviiiiiiiiiiiiiiiiiiniininiin, 20

2.3 Tampering in Digital tiMes .........co.oiiiiiiiiiiiiiiiii e 21

2.3.1  The Problems of Editing Speech in the Forensic Situation ........................... 21

2.3.2  Editing Audio Recordings ...........cccoiuiiiiiiiiiiiiiiiii 22

2.3.3  Analogue Verses Digital Recording: The Forensic Perspective ..................... 25

2.4 SUMMATY .ottt e e 25

3 Models for the Recording System in a Forensic Environment 27

3.1 Recording System Model ............cooiiiiiiiiiiii e 28

vii



Table of contents

3.1.1  Model for a Recording System Producing an Original Recording ..................
3.1.2  Model for a Recording System Producing a Copy Recording ........................
3.2 Assumptions about the Noise Sources and Acoustic Signals ................
3.2.1  Significance of Quantisation Noise Power ...............c.ccooiiiiiiiiiiiii.
3.2.2  Conditioning NOISE SOUICES .....eeuttintintitintet ettt eeeenaees
3.2.3 Revised Model Based on ASSUMPIONS ......c.veuiiiininiiniiiniiniieiiinieennenaen,
3.24  Acoustic Signal Behaviour in a Forensic Environment ...................c...oo..
3.3 SUMMATY ooeettte ettt et et e e e e e e e
4 Recording System Identification
4.1 Recorder Transfer Function over the ROI ..................c.oo
4.2  Low Pass Response of a Recording System ................ccooiiiiiiiiniin..
4.2.1  Cascading Filters ........cccoiiiiiiiii i,
4.2.2  The Spectral Region of Interest ...............cooiiiiiiiiiiiiiiiiiiiiiiin,
4.3 Transforming the Data over a Spectral Region of Interest .....................
4.3.1  The Reverse Difference Transform ...............oooiiiiiiiiiiiiiiiiiiiin,
4.4  The Proposed Signal Processing Procedures ...................coooeiiiiinn.n
e TN 140 02 o
5 Defining and Analysing the Signal Processing Procedures
5.1 Spectral Estimation Method ...,
5.1.1  Performance Limitations of the Periodogram .....................coco.
5.2 Frequency Transform Method: Chirp Z-Transform v FFT ....................
5.2.1  The Chirp Z-Transform (CZT) ....c.oiuiiriiiiii i
5.2.2  True ResOIUON ......oiuiiiiiiii i e
5.2.3  Between the Spectral Lines ..............cooiiiiiiiiiiiiiiii i
5.24  Calculation TIME .....o.ouiiiiiiniiiiii e
5.2.5 Conclusions from the COmpariSOn ............c.cveiiiiiiiiiiiininiiininiiineenann,
5.3 Logarithmic Transformation ...............ccoviiiiiiiiiiiiiiiiiiiiii i,
5.4 Reverse Difference Transform ...,
5.4.1  Filtered RESPONSE ......ouiiminiiii i
5.4.2  Power Series Expansion Example Using a Butterworth Response .....................
5.5 The Coefficient Distribution Theory of the RDT ............................
5.5.1  The Real and Imaginary Probability Density Functions of the DFT ..................
5.5.2  Magnitude pdf ...
5.5.3  PoWer PAf ..o
5.5.4  Logarithm of the Power pdf ....... ...
5.5.5 Reverse Difference Transform (RDT) pdf ...
5.5.6  Statistical Attributes of the RDT ...

47
48

50
51
53
54
55
59

60

63

63
65
67
68
71
71
75
75
76

76
77
78
80
81
83
83
85
87
89

viii



Table of contents

6

5.6  Slope Estimation Using Regression Techniques ..................c.c.ocoieean. 90
5.6.1 Linear Regression Analysis of the RDT of the Log-Power Spectrum ............... 90
5.6.2  Assumptions for the Model ...............o 92
5.6.3  Regression Through the Origin ..........c.ccoooiiiiiiiiiiiiiiii 93
5.6.4  Point Estimators for the Linear Function fi ...........coooiiiiiiiiiiinnininiinnn 93
5.6.5 Variance in the Slope EStimate ............ccoooeiiiiiiiiiiiiiiiiiiiiiiiiiiens 96
5.6.6  Data Redundancy Resulting from the RDT Process and its Significance on £i .... 98
5.7 Summary and Conclusions ............cooeiiiiiiiiiiiiiii i 100
Minimising Errors in the Estimate Introduced by Signals and Systems 103
6.1 Combining UnCertainties ...........c.eeeueeruieeieeintenieeneaneeanneanneennnns 103
6.2 The Effects of Data Truncation on the Spectral Estimate ..................... 105
6.2.1  Window Weighting FUNCtions ...............cooiiiiiiiiiiiiiiiiii i 106
6.2.2  The Requirement to Apply a Weighting Window .............c..cooiiiiiiiin.n. 107
6.2.3  Main-Lobe and Side-Lobe Behaviour .................coooiii 109
6.2.4  Selection of an Optimum Window for the Application .............c..c.oeoeveiiinen 111
6.2.5  Optimum Window Function ............c.oooiiiiiiiiiiiiiiiii e, 112
6.3 Minimising the Effects of Short Term Signal Contamination ................ 113
6.3.1  Effects of Burst Noise on the Null Model ...............c.cocoiiiiiiii 114
6.3.2  Robust and Efficient Estimation of the Central Location of the Data ............... 116
6.3.3  ‘Logof Mean’ Versus ‘Mean of Log’ Under Null Conditions ....................... 124
6.3.4  ‘Logof Mean’ Versus ‘Mean of Log’ for the RDT Under Null Conditions ......... 126
6.3.5 ‘Logof Mean’ Versus ‘Mean of Log’ Under Contamination Conditions ............ 126
6.3.6  The RDT Under Contamination Conditions ..............c.c.cooeiiiiiiiiiininininnen.n 128
6.4 Minimising the Effects of Long Term Signal Contamination .................. 130
6.4.1  Slope Bias Due to Acoustic Signals Reaching the ROI ............................... 130
6.4.2  The Extrapolation Process ..........co.o.oiiiiiiiiiiiiiiiiiii i 135
6.5 Intra-Recorder and Inter-Recorder Variance ......................coon. 135
6.5.1  Sources of Intra-Recorder and Inter-Recorder Variance .............................. 136
6.5.2  Additional SlopeVariance Introduced by Copying ..........c.coceveiiniiniiinnennn. 137
6.6 Slope Bias Introduced by Low Recording Levels .................coooiiini. 138
6.6.1  Errors in the Slope Estimate as a Result of Low Recording Levels .................. 138
6.6.2  Robustness of Slope Estimate to a Change in Recording Level ..................... 140
6.6.3  Detecting Low Recording Levels ..........cooooiiiiiiiiiiiiiiiiiiiiiiiiii 143
6.7 The Effects of ALLASING .....voiniiiiiii e 144
6.7.1  Aliasing and the Effects on the Power Spectrum ................cooooiii. 145
6.7.2  Empirical Results .........coooiiiiiiiii i 146
6.7.3  How Aliasing Affects the Estimate ............c.ccoiiiiiiiiiiiiiiiiiiiiiine 148
6.8 Summary and ConcluSiONS .........c.coiuiiiiiiiiiiiiie i 149

iX



Table of contents

7 Empirical Analysis for Validation and Optimisation 153
7.1 High Frequency Recording Model .............ccoooiiiiiiiiiiiiiiiiiiiene, 155
7.1.1  Recorder Signal Conditioning ..............cocooiiiiiiiiiiiiiiiiiiiii i, 155

7.1.2  Acoustic Signal Decay at High Frequencies ....................c..coi 156

7.1.3  Real and Imaginary Parts of the FFT over the ROI ............................. 157

7.1.4  Weighting Window Functions and Mean Square Error ............................... 159

7.2 RDT Distribution from the Empirical Data ................c.ocooiiiiiiiiin. 161
7.3 Regression CIIteTION ........eveueertereteettenee et eeeeareeneeeiaeenneens 162
7.3.1  Point EStMation ..........c.co.oiiiiiiiiiiiiiii i e 162

7.3.2  Correlation in the Errors of the Regression Model ....................c.ooca 163

7.3.3  Distribution of Residuals .............cooiiiiiiiiii 168

7.3.4  Homogeneity of Standard Deviations ................c..cooiiiiiiiiiiiiiiiiiiiiiien, 169

7.3.5 Regression Model Order ............oooiiiiiiiiiiii i 169

T4 AVETAZING oottt 174
7.4.1  Comparison of ‘Log of Mean’ and ‘Mean of Log’ ...............c.ocoiil, 174

7.5 Parameter OptimiSatiOn ...........eevuueenuternternttenteeieaieateeieeneenns 178
7.5.1  Power Spectrum Envelope Bias Due to Low Transform Size ........................ 178

7.5.2  Minimum Number of AVErages ............cccoouiiiiiiiiiiiiiiiiiiiiiii i, 180

7.5.3  Data Length Requirements ..............coooiuiiiitiiiiiiiiiiiiiiiiiiiinieneeee, 181

7.6 Robustness of the Process to Changes in Recording Level .................... 182
7.7  Original and Copied Recordings: A Case Study ..........cccceviiiiiiiiiinn. 183
7.7.1  Non-Linear PCM Recording ...............oooiiiiiiiiiiiiiiiiiiiiiiiieee 184

7.7.2  Intra-Recorder and Inter-Recorder Slope-Variance .................c..cocooiiiinn. 184

7.7.3  Mean and Variance Changes to the Slope Estimate Due to a Copying Process .... 188

7.7.4  Assumption that the Slope Estimates have a Gaussian Distribution .................. 192

7.7.5  Overall Statistical Effects .........cccooiiiiiiiiiiii 193

7.8  Characteristics of Commercially Available Recorders ......................... 193
7.9 Blind Analysis Conducted on Micro DAT Recordings ........................ 194
7.9.1  Method of ANalySiS ......coeiuiiiiniinii e 195

7.9.2  Results from the Analysis .........c.cooiiiiiiiiiii e 195

7.10 Summary and ConcluSiONS ..........coeiuiiitiiiiitiiii i 197
8 Conclusions 199
8.1 Summary and ConcluSionsS ...........cooeviiiiiiiiiiiiiii i ienieeenaens 199
8.2 Principal CONCIUSIONS .....iiuiiiiiiitt it ee e 202
8.3 Future Work ......oiiiii 203



Table of contents

A Moments of the Probability Density Functions
Al Raleigh pdf ...
A2 POWeEr PAf oo
A.3 Logarithm of the Power pdf .............c i

A.4 Reverse Difference Transform pdf ...

B Probability Density Functions After Averaging Under Null Conditions
B.1 ‘Logof Mean’ pdf ......oooiiiiiiii e
B.2 Mean of Log’ pdf ...c..oiiiii e
B.3 pdf for the RDT of the ‘Logof Mean’ ............ccoiiiiiiiiiiiiiiiiinen.
B.4 pdf for the RDT of the ‘Mean of Log’ .......cccovviiiiiiiiiiiiiiiiiies

C Details and Results of Blind Test Experiment

References

207
207
208
208
209

211
212
214
217
218

221

225

X1



Table of contents

Xii



